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Abstract

It is straightforward to apply general schemes for
authenticating digital data to the problem of authen-
ticating digital tmages. However, such a scheme wo-
uld not authenticate images that have undergone lossy
compression, even though they may not have been ma-
nipulated otherwise. In this paper we propose a scheme
for authenticating the visual content of digital images.
This scheme is robust to compression noise, but will
detect deliberate manipulation of the image-data. The
proposed scheme is based on the extraction of feature-
points from the image. These feature-points are defi-
ned so as to be relatively unaffected by lossy compres-
sion. The set of feature-points from a given image is
encrypted using public key encryption, to generate the
digital signature of the image. Authenticity is verified
by comparing the feature-points of the image in qu-
estion, with those recovered from the previously com-
puted digital signature.

1 Introduction

Verification of data integrity has become a very im-
portant issue in the digital age. This is due to the
fact that one may easily modify digital data without
leaving tracks. Cryptographic schemes have been de-
veloped to authenticate the content of digital data.
These schemes, also called digital signatures, are usu-
ally based on hashing (for data reduction), followed by
public key encryption. These authentication schemes
are applicable to any kind of digital data and have
proven to be secure.

These general digital authentication schemes can,
in principle, also be used to authenticate digital ima-
ges. However such an image authentication scheme
cannot accommodate lossy image compression. Altho-
ugh lossy image compression does not alter the image
authenticity, in the sense of its visual content, authen-
tication with any scheme involving hashing will fail.
For visual data authentication, hashing is not suitable
since it enforces authenticity of individual bits, not

of the visual content. Lossy compression methods re-
tain the authenticity of the visual content of an image
but do not guarantee color-authenticity of individual
pixels. An image authentication scheme should be to-
lerant to compression noise, but should detect modifi-
cations of the visual image content. We consider such
a system to be compression tolerant.

Previous work on compression tolerant image
authentication has been reported by Schneider et
al. [4]. They have proposed a scheme based on image-
block histograms to authenticate the visual content in
an image. In the authentication process the Euclidean
distance between histogram of each block in the ori-
ginal image and the histogram of the corresponding
block in the image under inspection is computed. The
sum of all such distances over the entire image is used
as a measure of image authenticity. If this sum is
less than a pre-specified threshold, the image in qu-
estion is considered authentic. This approach requires
the storage of the public key encrypted histograms,
which may be considerably large. The most signifi-
cant drawback of their method is that it is not very
secure since it is trivial to modify an image without
altering its histogram.

In this paper we propose a technique for authenti-
cating digital images that uses features inherent to
the image. The process of extracting the image-
features to be used for authentication is fairly robust
to compression noise. Therefore, the feature values do
not change even if the image undergoes a compres-
sion/decompression cycle.

In Section 2 we briefly describe the proposed system
for image authentication. The process of extracting
the image-features used for authentication is descri-
bed in Section 3, and the way in which these features
are used for determining the authenticity of a given
image is described in Section 4. In Section 5 we pre-
sent results of some experiments to demonstrate the
viability of the proposed method.



2 Proposed Authentication System

The process of image authentication consists of two
parts: generation of the digital signature of the origi-
nal image, and subsequent verification of the digital
signature of the image to be authenticated with the
stored signature of the original. The two parts are
briefly discussed below.
2.1 Digital Signature Generation

As in other cryptographic authentication schemes,
our scheme for generating the digital signature of
an image involves two steps. First, the coordinates
of visually important image structures are extracted.
These coordinates give the feature-points on which the
authentication scheme is based. The procedure for
extracting the feature-points of an image is described
in Section 3. The feature extraction can be compa-
red to the hashing procedure in general authentication
systems, in the sense that it is a many-to-one mapping
of the image-content that results in data reduction. In
the second step the set of feature-points is encrypted
with a public key encryption scheme such as RSA [5]
using a private encryption key. The result, which is
the digital signature of the image, can then be sto-
red in a database (or added to the image header) for
future use in verification.

2.2 Verification

In the verification process, we test the truth of the
assertion that a given image, A, is an un-manipulated
version of some other, known image, B. To verify the
authenticity of image A, first the feature-points of A
are computed. The digital signature of the image B
is decrypted to obtain the feature-points of B. The
two sets of feature-points are compared to verify the
authenticity of A. If the features match, image B is
considered to be authentic. However, if some features
do not match the image has been modified and is not
authentic anymore.

3 Feature Extraction

The image authentication scheme proposed here re-
lies on stable image features extracted from the origi-
nal image. The feature extraction technique is inspired
by the work of Manjunath and colleagues [3, 6]. They
attempted to extract “perceptually interesting” image
features which were then used in applications such
as image registration, motion correspondence, and
even human-face recognition. Their feature-detection
scheme is based on the so-called scale interaction mo-
del. The scale interaction model described in [3] utili-
zes Gabor wavelets at two different scales (or resolu-
tions). For the sake of completeness, a brief overview
of the scale interaction model follows.

3.1 Scale Interaction Model

Given an image, A, let W;(Z,0) and W;(Z, 0) repre-
sent the Gabor wavelet transform coefficients at image
location & in the preferred orientation 6, for two scales,

¢ and j respectively. The feature-detection function,
Qi;(), is then defined as

Qz’j(fa 0) = f(Wt(fa 0) - 'VWj(fa 9))7

where f(-) represents some nonlinear transformation
function. v is a normalizing factor which depends on
the difference between the two scales 7 and j. Manj-
unath et al. [3] then consider an image location (Z) as
a potential feature-point if the function @;;() has a lo-
cal maxima at the point (£). In mathematical terms,
a feature-point at (Z) should satisfy the following cri-
terion:

where Nz represents the local neighborhood of the
point (£). The scale-interaction based procedure for
identifying image-feature locations is related to the
end-stopping behavior of hyper-complex cells in the
visual cortex|2, 3].
3.2 Proposed Scheme for Feature Extra-
ction

We use a similar approach for identifying image fe-
atures for our purposes. The main difference between
the approach used by Manjunath et al. and our ap-
proach is that we use Mexican-Hat wavelets instead of
Gabor wavelets. In two dimensions, the response of
the Mexican-Hat mother wavelet, ¢ (&), is defined as:

72
P(E) = (2- Iflz)ewp(—g)-
It is the negative Laplacian of a Gaussian, and is also
referred to as the Marr wavelet. The isotropic nature
of the Mexican-Hat filter is better suited for detecting
point-features than the Gabor filter[1]. Using the Ga-
bor filter based approach described above, a potential

feature point (%) is selected as an image feature if it
satisfies the following criterion[6]:

mglx QZ] (a"c’, 9) > 717

where T is a user-defined threshold. In words, the
above criterion considers several orientations, and ac-
cepts a location as feature point if the maximum in
any direction is larger than a threshold. The Mexican-
Hat filter inherently responds to point-features, and
is not direction sensitive. Therefore the resulting
feature-detection scheme is less complex than the
scale-interaction model discussed in Section 3.1. In



fact, for our purpose, we have found the Mexican-
Hat based scheme to produce more stable results than
those produced by the equivalent Gabor filter based
scheme.

Our approach for detecting feature-points is as fol-
lows.

1. Define the feature-detection function, P;;() as:
Py (8) = |Mi(Z) — v - M;(Z)],

where M;(Z) and M;(Z) represent the responses
of Mexican-Hat wavelets at the image-location
(Z) for scales 4, and j respectively. For an image
A, the wavelet response M;(%) is given by:

M;(F) = (27927 - 2)); 4)),

where (-;-) denotes the convolution of its ope-
rands. We only consider wavelets on a dyadic
scale. Thus, the normalizing constant, v, is gi-
ven by v = 27 (=9)_ The operator |- | returns the
absolute value of its parameter.

For the experiments reported in this paper, we
have used i = 2 and j = 4. The choice of these
values was influenced by the following considera-
tions:

e the scales used should be as far apart as pos-
sible, for good results;

o the coarsest possible scale (i = 1) is not
suitable as it is too sensitive to global va-
riations;

e the finer the scale the more sensitive it is
to distortions such as quantization noise.
Thus, in order to make the scheme robust
to moderately lossy compression (good qu-
ality JPEG), the finer scale, j, should not
be too fine.

2. Determine points of local maxima of P;;(). These
maxima correspond to the set of potential feature-
points. For the results described in this paper, we
have used a circular neighborhood with a radius of
5 pixels, to determine the local maxima of P;;().

3. Accept a point of local maximum in Pj;() as a
feature-point if the variance of the image-pixels
in the neighborhood of the point is higher than
a threshold. This criterion helps avoid spurious
local maxima in featureless regions of the image.
We have used a 7 x 7 neighborhood around the
point, for computing the local variance. In this
work, a candidate point is accepted as a feature-
point if the corresponding local variance is less
than 10.

the resulting feature-points are ordered by row and
column poistion. A string of digits is constructed
by concatenating the column- and row-positions of
these points. This series is encrypted using private-
key encryption, to generate the image signature (see
Section 2).

4 Feature Comparison

In order to determine whether an image A is
authentic with respect to another known image, B, the
following procedure is used. The set, S4, of feature-
points is computed from A. This is compared with the
set of points, Sg, obtained by decrypting the digital
signature of B. To authenticate the image we verify
that each feature-location present in Sp is also present
in S4 and further that no feature-location present in
S4 is absent in Sp. While comparing locations of
feature-points, we tolerate a deviation of up to 1 pixel
in order to make the system less sensitive to compres-
sion noise. Two feature-points with coordinates # and
i/ are said to match if

£ -9 < 2.

5 Experimental Results

In this section we show results of the proposed
scheme on a sample image. The image-authentication
scheme should be able to detect any editing applied
to the original image, but should be robust to lossy
compression. Figure 6 shows the feature-points extra-
cted for different versions of the test image. The origi-
nal image is shown in Figure 6(a), and the correspon-
ding set of feature-points is shown in Figure 6(b). Fi-
gure 6(c), (d), and (e) show the effect of adding a logo
on the top-right corner of the original image. The set
of feature-points corresponding to modified image of
Figure 6(c) is shown in Figure 6(d). The difference
between Figure 6(d) and Figure 6(b) is shown in Fi-
gure 6(e). Note that the points shown in Figure 6(e)
all correspond to the edited region of the image. The
points in Figure 6(e) do not quite coincide with the
position of the logo. This is due to the relatively large-
scale wavelets used in this work. The two points appe-
aring at the bottom-right corner are also a result of the
logo on the top-right. This wrap-around effect occurs,
again, due to the large scale of the analyzing wave-
lets, and the fact that the Discrete Fourier Transform
makes implicit assumptions about the periodicity of
the input signal. (The procedure for computing the
function P;;() is implemented in frequency domain.)
Figure 6(f), (g), and (h) show the result when the
original image is edited to remove image structures.
Figure 6(f) is a version of the original image where



the rock in the center of the image has been removed.
Figure 6(g) shows the set of feature-points correspon-
ding to Figure 6(f) and Figure 6(h) shows the diffe-
rence between Figure 6(g) and Figure 6(b). Again,
the points shown in Figure 6(h) are all localized to
the edited region of the image, but do not correspond
to the exact location of the missing rock, because of
the size of the analyzing wavelet. It is important to
note, however, that the modification does affect the
feature-points of the image, even though rock in the
original image does not have a really strong contrast
with the background.

Even if lossy JPEG compression is applied to the
original image such that the decompressed image
does not contain visible artifacts introduced by the
compression, the proposed method is able to authenti-
cate the image. Figure 6(i) shows the JPEG compres-
sed version of the original image at a JPEG quality of
80%. The corresponding set of feature-points is shown
in Figure 6(j). All the points are within 1 pixel of the
corresponding points in Figure 6(b).

6 Conclusions

In this paper we have proposed a new image
authentication scheme that is tolerant to lossy image
compression but can detect image editing operations.
This scheme relies on visually salient image features
which are extracted using scale interaction based on
Mexican-Hat wavelets. The results so far are very en-
couraging. In the experiments reported in this paper,
the proposed technique is able to detect the removal of
the rock, which is not a region of very strong contrast.

So far, we have experimented with gray-scale ima-
ges only. Extension to color images, and even video
sequences, is straightforward, and involves repeating
the exercise for every color-band. Ongoing experi-
ments are aimed at establishing the limits of the pro-
posed authentication scheme. The proposed approach
can also be extended to accomodate scaling and other
such transformations, which are do not really attack
the image-content.
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Figure 1: Authentication of “Piano” image: (a) original image; (b) feature-points of (a); (c) original image
modified on the top right corner; (d) feature-points of (c); (e) difference between (d) and (b); (f) original image
edited to remove image features near the center of the image; (g) feature points of (f); (h) difference between (g)
and (b); (i) JPEG compressed/decompressed version of (a) with 80% quality; (j) feature-points of (i). Note that
the points in (e) and (h) correspond to only the image-regions modified in (c) and (f) respectively. The points in
(j) are within 1 pixel of the corresponding points in (b).



